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Practical EMC Troubleshooting 

A systematic approach to RF interference diagnosis and engineering mitigation 
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Prepared for public technical education and professional reference. Examples are anonymized or illustrative; they 
do not disclose proprietary test reports or assert certification of any specific product. 

Executive Summary 
Electromagnetic compatibility is a system property, not simply a laboratory test result. Interference often emerges 
from interactions among harness geometry, switching electronics, grounding, software states, and installed 
equipment. This paper presents a repeatable method to identify the source, coupling path, and victim circuit; 
select effective countermeasures; and verify robust performance. 

1. Define the failure before changing the design 
Document the operating mode, frequency range, modulation, field strength or injected current, cable 
configuration, and observed functional behavior. Record diagnostic messages and time-correlate them with RF 
exposure. A reproducible symptom is more useful than an undifferentiated pass/fail result. Establish a known-
good configuration and change only one variable at a time. 

2. Separate source, path, and victim 
An interference mechanism requires an energy source, a coupling path, and a susceptible function. Sources 
include motors, PWM power stages, DC/DC converters, transmitters, and externally applied RF. Paths include 
common-mode harness current, differential coupling, parasitic capacitance, chassis return paths, and apertures. 
Victims include analog inputs, microcontroller pins, transceivers, high-side drivers, and sensors. Diagnose all 
three rather than adding shielding indiscriminately. 

3. Instrumentation and evidence 
Use spectrum analyzers or EMI receivers to establish frequency and amplitude; near-field probes and current 
clamps to localize emissions; oscilloscopes to observe supply, input, and CAN behavior; and bus analyzers to 
capture error counters and state transitions. Compare peak, quasi-peak, average, and max-hold observations 
only in their appropriate measurement contexts. Preserve test settings, cable photos, and before/after traces. 

4. Case study: RF pickup through a control harness 
In a generalized mobile-machine investigation, low-frequency RF immunity exposure caused an unexpected 
actuator/alarm response. Testing distinguished the behavior from normal software commands. A long, spliced 
control conductor provided an efficient pickup geometry, and RF energy coupled into a sensitive control path. The 
response was more pronounced with amplitude-modulated exposure, consistent with nonlinear demodulation. 
Shortening exposed loops, removing problematic splice geometry, and routing the circuit as a tightly coupled 
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twisted pair eliminated the observed susceptibility in the evaluated configuration. This example is anonymized 
and is not a disclosure of formal test results. 

5. Case study: narrowband radiated emissions 
A powered machine produced a repeatable cluster of emissions in a band also used by wireless services. The 
signal disappeared when the machine was switched off. Rather than assuming a switching converter was 
responsible, the investigation prioritized a controlled test with the onboard wireless transmitter disabled, followed 
by antenna proximity and harness-current measurements. The lesson is to verify the emitting subsystem before 
redesigning unrelated power electronics; a frequency match alone does not prove the source. 

6. Practical mitigation hierarchy 
First correct topology: minimize loop area, restore return-current proximity, maintain pair twist, reduce stub and 
splice lengths, and separate noisy and sensitive wiring. Next improve bonding and shielding with measured 
termination effectiveness. Apply filters, ferrites, common-mode chokes, transient suppressors, or input RC 
networks only after confirming the relevant impedance and signal-integrity constraints. Firmware debounce and 
diagnostics may increase resilience but should not conceal a physical susceptibility. 

7. Verification and release criteria 
Repeat the original failure condition and sweep adjacent frequencies, modulation types, operating modes, 
orientations, and cable positions. Validate the fix against conducted/radiated emissions, RF immunity, ESD, and 
transient requirements appropriate to the product. Check that a change improving immunity does not worsen 
emissions, thermal behavior, CAN margins, or sensor timing. Record residual risks and configuration control. 

8. Practical checklist 
Baseline symptom and configuration; correlate with RF frequency and modulation; instrument 
source/path/victim; isolate subsystems; apply one controlled change; capture before/after evidence; repeat 
worst-case tests; document final routing, parts, and acceptance criteria. 

Conclusion 
Effective EMC troubleshooting is hypothesis-driven engineering. The highest-value fix is usually the one that 
addresses the demonstrated coupling mechanism and survives system-level regression testing. 

Engineering references and further reading 
• Henry W. Ott, Electromagnetic Compatibility Engineering, Wiley, 2009. 
• IEC 61000-4 series: Electromagnetic compatibility test and measurement techniques. 
• CISPR 11 and CISPR 25: Emissions measurement frameworks (where applicable). 
• ISO 11452, ISO 10605, and ISO 7637 series: Road-vehicle component immunity and transient methods (where 

applicable). 
• INCOSE Systems Engineering Handbook, 5th edition, 2023. 
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Editorial note: Standards listed are orientation references, not a declaration that any particular edition applies to a 
given project. Confirm current contractual and regulatory requirements before testing. 
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